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%b(’con 2004 NET Architecture

GC, stack walk, code manager

—
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N7/ X’con 2004

Agendé

« Static Structure
* Dynamic Executing
« Security Framework
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wX’con 2004 1. Static Structurfé

e CTS - Common Type System
« The Structure of a Managed Executable File
 |IL Instructions (IL - Intermediate Language)

%47
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1.1.CTS - Common Type
N2 X’con 2004 A4

System

« Goals
— Define how to declare, use and managed Type
— Base of CLR Language Integration

* Features
— Verification ensures type safety
— High executing performance

— Designed for Object-Oriented, Procedural, and
Functional Languages

— Define meta-rule of language

%57 |
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%X’con 2004 1.1.2. Naming Hierarchil

« Assemblies |
* Types
« Members

— Methods
« Parameters and local variables

~ Flelds |
. —'Nested Types’ ’
" — Properties
~ — Events

F6M ?
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%‘Wcon 2004 1.1.3.Type Categorieé

|
1
i

Type L
I
Value types L |Re1'er'ence types L
Bullt-in value = ”:_ — |
types alf-describing L . L I
r types Pointer types Interface types
| User-defined I
. value types |y
o Class types L ArTays L
{‘\ 1 Enumerations _ | ) |
. Self-describing : I

w - | _ types L Pointer types L Interface types L

R
~
=
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Eg )ﬁ’ﬁ ih% ructure of a Managed Executable Filé

PE/COFF headers Import Address table
(information consumed by
the operating system) Common language runtime header

IL code and managed structured

C-ommon language runtime header _ ! :
exception handling tables (optional)

(information consumed by the
COmmon language runtime)

Strong name signature hash (optional) taxt
zection
Common language runtime data Metadata
(metadata, IL code,
managed structured Wanaged resources (optional)

exception handling information)

Unmanaged export stubs (optional)

Mative data and code
(If any)

Huntime startup stub

YR
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27 Xcon 2004  1.2.2. What Is Metadata?

i

AML enicodirg
(SDL)

| ¥ o
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%ﬁl)(’con 2004 1.2.3Metadata Structure

Storage signature

=torage header

=tream headers

=tring Blob GUID LIzer string Metadats header
stream stream ztream ztream
Table record counts
#SINngs #Elobh #G UL #US
Metadata tables
(string heap) (blob heap) (GUID heap) (blob heap)

hWetadata stream

#- 0 #-

%+ - D )

L Fad

_— '

ke
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"2/ X’con 20044 Strr—

refe
String Blob GUID
stream stream stream
*© #3rings #Stings #BJob #GUID
— the names of metadata

items
. #Blob e >

— Iinternal metadata binary User string
objects, such as default stream Metadata tables stream
values. o
« #GUID #US

— all sorts of globally unique

identifiers. ——— e

o #US

— user-defined strings.
o H~ H, #- Metadata AP IL code

— " compressed
(uncompressed ) metadata

_stream I [

Toolz, compilers

ATV R

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com

"-é'r‘ﬁI]X’COI) 2004 1.2.5.Metadata Tables

Module TypeRef TypeDef
FieldDef MethodDef ParamDef
Interfacelmpl MemberRef CustomAttribute
Permission Signature Event
Property ModuleRef TypeSpec
Assembly AssemblyRef File
ExportedType | ManifestResource GenericParam

MethodSpec

4127
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N2 X’con 2004

1.3. IL Instructioné

 Stack based model
« Code Verifiablility

 Opcodes are either 1 byte
or 2 bytes long

= OXFE = first byte of two
byte opcodes

* Pseudo-assembly

= Uses "tokens” instead of
offsets/pointers

#1371

-

—
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1.3.2.1L Instruction
Categories

N2 X’con 2004

« Labels and Flow Control Instructions
— br, brtrue, beq, leave, endfinally, ret

« Arithmetical Instructions
— add, shl, Idc.i4, conv.i8, add.ovf

« Addressing Arguments and Local Variables
— ldarg.0, starg, Idloc , stloc

« Addressing Fields
— |dfld, Idsfld, stfld

« —Calling Methods
— call, callvirt, Idftn, Idvirtftn, calli, jmp

« Addressing Classes and Value Types

~ = newobij, Idobj, Idstr, isinst, box

» Vector Instructions

— newarr, ldlen, Idelem.r4, stelem.ref

% £147 !
3 . !.\f'f?- o |
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WX’con 2004 1.3.3.Uses “Token”

Idc.i4.s 9 " Ox1f 0x09

call Print(Int32) Assembler 0x28 0x06000006

!

Method token
Token |
Table Number Row Index
Upper 8 bits Lower 24 bits
} “ . #157

4 ol - --\f—.-- L%
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\//X’con 2004  1.3.4.Method Call Stack

call ClassType::func(Int32, Int32)

1
2

this pointer

Stack top

%167 i
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w)(’con 2004 2.Dynamic Executiné

 CLR Loader (fusion)

* Type and object memory layout

JIT Compilation and Method Invocation
Stack, Frame and Stack Walk
Unmanaged code interop

177

N W 5 4
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E
%ﬁ})(’con 2004 2.1.CLR Loader

T i
| i

PE/COFF Header

SRRSO 1 )

CLR Header D N ST OR
=~ IMP_CorExeMaiq - -~
Metadata D .

IL Code

"~ e,
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i

wx’ coi 200‘5.2. Type and object memory Iayoijt
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Reference A Object
cbjptr sync #
—=| htype
Reference
CORINFO_CLASS_STRUCT
cbijptr fialds
Runtime Type
Reference e Information
for
objpte A Object type A
Reference sync #
cbjptr -  htype
L Reference fields
P onisgg cbiptr
e ————
CORINFO_CLASS STRUCT
B Object
sync # Runtime Type
ht Information
- ¥Pe ) for
t B
fields L
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Object

Object (Human) CORINFO CLASS STRUCT (Human)

Reference sync #
X’coh 2004 = p—
pItfTable htype (IWalker)
htype (IDriver)
fields
EpBase htype (IEater)
CORINFO CLASS STRUCT {Mammal}J
2.2.2. Type
Interface Table
Hlerarchy and htype (IEater) | pItfTable
Runtime Type ==
7 | nformation CORINFO CLASS STRUCT (Object)
{ Umbsai B / :
1\ ; ; it ;
\"‘mw—* . pItfTable
3 f- pBase
interface IEater {} T
interface IDriver {}
interface IWalker {}
SR e class Mammal : IEater {}
: \{iﬂ class Human : Mammal, IWalker, IDriver {)
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%ﬂx,co“ 2004 2.3.JIT Compilation and
| I.
« 2.3.1.JIT Compilation and Method Table ’

« 2.3.2.Virtual Functions Using Class-Based
References

2.3.3.Virtual Functions Using Interface-Based
References

2.3.4.Asynchronous Method Invocation
2.3.5.Internal Method Invocation

%217

2 S & - w5
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2.3.1.JIT Compilation and

"2/ X'con 2004 Method Table

CORINFO_CLASS STRUCT for Bab | A-32 Hal:lﬁu Code for JIT Compiler

ik — e macorwks.dll!PrestubWorker
| A-32 Native Code for Bab.c
cMethods (9} Method stubs push ebp
ToBtring —== call 0013IEBASD —— mov  ebp, esp
Equals —s= ecall 0013EAS0 —— " add dword ptr da : [41BC68h] .4
| GetHashCode = call 0013EAS0 —— iﬁ oy
{ Finalize —= @all 0013EASOD —
|
\ .ctor —= ¢call 00D13EBAS0 —
\ —
- e call 00LIEASD |A-32 Native Code for Bob.f
b = ¢call 0013EASD push ebp
= =  Gmp 0I8CO1CA mov ebp. esp
f = jmp 03IACOL00 | - call dword ptr de: [37565Ch]

call dword ptr ds: [2I75658h]
call dword ptr ds: [375654h]

pop  ebp
rat

| ol o
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CORINFO_CLASS STRUCT (eax)
Class-based Object

%X’M’ 2( Reference (ecx) —— o

| }————v htype

fields

cMethods (6)
ToString

Equals
IA-32 Native Code (7 Bytes) GetHashCode

mov ecH,esl ; esi == objptr Finalize
2.3.2. mov eax,dword ptr [ecx] £
Virtual Functions call dword ptr [eax+28h+methodoffset] .ator
Using
Class-Based

_References Stub for f [eax + 38h]
: jmp 123458h -‘

ptr to CIL

Bob.f

IA=32
Native

Machine
Cocde

T
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2.3.3.Virtual Functions Using
Interface-Based References

N7/ X’con 2004

Interface-based Object CORINFO_CLASS_STRUCT
objptr I - htype
Interface -:Jrl‘l'uﬂ Table
fields plOT - ICloneable
|A-32 Native Code (11 Bytas) cMethods (11)
A i ToString
mov ecx.asi ; esi == gbiptr e ]
mov eax,dword ptr [ecx] — q“'h;nde Ione
mov eax,dword ptr [eax+0Ch] e
mov eax,dword ptr [eax+itfoffset) Finalize
call dword ptr [eax+methodoffset] HisVirtl | ane
- ' I0ne .Ml t
My Type.lTwo.y I0na . M2 |
IA-3D Stub ITwo. X T L_ ITwo
- u
MarLve ~— jmp 123458h - i :
Machine = 1Two. & 1
Coda Ctor
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%)X’cor

2.3.4

Asynchronous
Methoc
Invocatior

Caller
Thread

Begininvoke

Blocked

Beginlnvoke returns
new call object

[te&m
queued

IsCompleled?

|

IsCompleted?

false
Call

Object

Thread is free

true
Endlnvoke

Queue
; work item
work item h //T;;"

Worker
Thread

Wait for

Fool

Work Work item

Queue

Blocked

available

Invoke

Delegate

Invoke relurns

Blocked

Blocked

Results harvested

7

Get next work
item from
quaLe
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2.4, Stack, Frame and Stack

N2 X’con 2004 Wak

« 2.4.1. Frame-based Stack

« 2.4.2. Common Frame Type Hierarchy
« 2.4.3. Stack Walk Mechanics

« 2.4.4. Walking the stack

267
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#pragma unmanaged
vold H{){}
fipragma managed
void a() { H{); }
volid F(}) { G{(); }
#pragma unmanaged
vold E() { F{(); }
#ipragma managed
vold D() { E(); 1}
vold C{) { D(); }
vold B() { ©(); }
volid A{) { B(); }

L

Managed Transilion Frame

Frame A e
Frame B el P
Frame C °bp —
Frame D P
Pseudo-Frame E'

Unmanaged Transition Frame

ebp

Frame E

Pseudo-Frame F*

¥

Managed Transition Frame
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tls.mode == unmanaged

tls.currentChain

asp

i

Unmanaged Transition Frame

abp

Frame E

Pseudo-Frame F'

T

Managed Transition Frame

ebp
Frame F
ebp
Frame G
Pseudo-frame H'

Unmanaged Transition Frame

ebp

Frame H
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2/ X'con 2004

2.4.2. Common Frame Type Hlerarchv

<: Frame ::>
Transmon ontext DebuggerCIass
< Frame > <GCFrame> <I'ran5|t|onFram(; < InitFrame >
Exception FuncEvaI FrameMethod HeIperMethod
Frame Frame Frame Frame
: FaultingException TPMethod PrestubMethod
Frame Frame Frame

\ |

Ndlrect SecurityFrame
MethodFrame y

@ulticastFramE <Plnvokeca|||>
Frame

#2970 i
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N2 X’con 2004

2.4.3. Stack Walk

Mechanics

 Frame-based Stack Reverse Walk Algo.
« Mainly used in security and GC operations
« Done via unmanaged code

AppDomain A

main.exe SD

Mai n() {.. bar.y(); .}

bar.dll

bar.y() {.. baz.z(); .}

SD

AppDomain B

baz.dll

baz.z() { SonmePer m Demand();}

-

—
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‘-&ﬁq)(’con 2004 2.4.4. Walking the stack

xxxPermission::Demand
L, CodeAccessSecurityEngine::Check
StackWalkFramesEx
] Takes calllback func as parameter
CodeAccessCheckStackWalkCB

CASE::CheckHelper
> Compare
—> permissions
—» for frame

Managed ~managed

%317 |
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wX’con 2004 3.Security Framewori(

e Code-Access Security

* Role-Based Security
 |solated Storage |
« Cryptographic Services

%327 i
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%X’con 2000 3.1. Code-Access Securitil

« Security Policy
 Code Evidence
* Permission

o =
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N2 X’con 2004

3.1.2.CAS Mechanics

* Define permission

« Manage security policy
« Granted permission for Code

Permit code grant caller certain permission
Dynamic code access security ( Stackwalking )

% %347 |
o b '-\'_. Lo :
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%X’con 2004 3.1.3. Granting

Loader

* Where got code?

—— 1+Who signed code?!
U Evidencel ] . atc. ?

Code

li7 |

Security Granted
Policy Permission

%357 %
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wX’COI) 2004 3.1.4.Security Policy

* Policy level
— Enterprise |
— Machine i
— User
— Application Domain

« _Use caspol.exe or mscorcfg.msc
. *Intersecting policy level grant sets

. "8 i
7" = %36 —yrl- |
L. o [

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com

"7} X'con 2001 3.1.5.Evidence

« Standard .NET evidence types |
— Zone i
— Site
— Url
— Publisher
—.StrongName

. Custom Evidence

e I N
¥ 'u’lu‘:.'- ol

2y %377 |
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w)(’con 2004 3.1.6.Permissioﬁ

 .NET code-access permission classes

- CodeAccessPermission

- DBDataPermission

- PrintingPermission

- DnsPermission

- WebPermission

- EnvironmentPermission

- “FilelOPermission

- RegistryPermission
~="UlPermission

Custom Code-Access Permissions

%387 %
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b

2 Xcon 2004 _

. Enforcing Code-Access Security

=

L

=

S| A B

o

= A, C &

: 3
g A, C Deny A ®
B |ABC ap Assert B f-="'"
T ]
S |A,B,C A o
o

2 |A B, C

2

@ Demand A Demand B Demand C

=

Q denied granted denied

%397 i

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com

- |
wx’“’“ 2004 3.1.8. Granted Permlssmné

].'
i

\ll

Assemey N%BLL T -!

v | Evidencéj
IIT/Validation T
l Security
Policy

Type Safety? .

l I
G InheritanceDema Granted J
| S

. nd, LinkDemand? Permission
h 4
| Y -s
2 | Permission |
’ Request |

Policy Management
. %407 1
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wX’con 2004 3.2. Role-Based Securitil

 .NET Role-Based Security Classes

— GenericPrincipal
— Genericldentity

— WindowsPrincipal
— Windowsldentity

. .._— PrincipalPermission

e i
% By £47 !
L. o [
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N2 X’con 2004

3.2.1.Interface§

* |Principal interface

namespace System.Security.Principal {
public interface IPrincipal {
lIdentity Identity { get; }
bool IsinRole( String role );

}
}

* lldentity interface

namespace System.Security.Principal {
public interface lldentity {
String AuthenticationType { get; }
bool IsAuthenticated { get; }

String Name {get; }
% %427
g !' o

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com

wX’con 2004 3.2.2.Static Demanél

[ PrincipalPermissionAttribute( SecurityAction.Demand,
Name = *MyUser”,
Role = “User’ ) ]
public static void Privatelnfo()

{
// print secure data
Console.WriteLine( “\n\nYou have access to the private
datal!” ),
} |

%437 i
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w)(’con 2004 3.2.3.Dynamic Demané:l

String id1 = "Bob";

String rolel = "Manager";

PrincipalPermission PrincipalPerm1 =

new PrincipalPermission(id1, rolel);

String id2 = "Louise";

String role2 = "Supervisor";

PrincipalPermission PrincipalPerm2 =

new PrincipalPermission(id2, role2);

(PrincipalPerm1.Union(PrincipalPerm?2)).Demand();

% %447 |
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N7/ X’con 2004

Thanks !
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