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Agenda

• Static Structure
• Dynamic Executing
• Security Framework

PDF created with pdfFactory Pro trial version www.pdffactory.com

http://www.pdffactory.com


第4页

1. Static Structure

• CTS - Common Type System
• The Structure of a Managed Executable File 
• IL Instructions (IL - Intermediate Language)
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1.1.CTS - Common Type 
System

• Goals
– Define how to declare, use and managed Type
– Base of CLR Language Integration

• Features
– Verification ensures type safety
– High executing performance
– Designed for Object-Oriented, Procedural, and 

Functional Languages
– Define meta-rule of language
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1.1.2. Naming Hierarchy

• Assemblies
• Types
• Members

– Methods
• Parameters and local variables

– Fields
– Nested Types
– Properties
– Events
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1.1.3.Type Categories
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1.2. The Structure of a Managed Executable File 
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1.2.2. What Is Metadata?

MetadataMetadata
(and code)(and code)

DebuggerDebugger

Schema Schema 
GeneratorGenerator

ProfilerProfiler

OtherOther
CompilerCompiler

Proxy GeneratorProxy Generator

Type BrowserType Browser

CompilerCompiler

SourceSource
CodeCode

XML encodingXML encoding
(SDL)(SDL)

SerializationSerialization
(e.g. SOAP)(e.g. SOAP)

DesignersDesigners

ReflectionReflection
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1.2.3Metadata Structure
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1.2.4. 
Stream 
referencing

• #Strings
– the names of metadata 

items
• #Blob

– internal metadata binary 
objects, such as default 
values. 

• #GUID
– all sorts of globally unique 

identifiers. 
• #US

– user-defined strings. 
• #~ 或 #-

– compressed 
(uncompressed ) metadata 
stream 
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1.2.5.Metadata Tables

GenericParamManifestResourceExportedType

MethodSpecGenericParamC
onstraint

FileAssemblyRefAssembly

TypeSpecModuleRefProperty

EventSignaturePermission

CustomAttributeMemberRefInterfaceImpl

ParamDefMethodDefFieldDef

TypeDefTypeRefModule
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1.3. IL Instructions

• Stack based model
• Code Verifiability 
• Opcodes are either 1 byte 

or 2 bytes long 
• 0xFE = first byte of two 

byte opcodes
• Pseudo-assembly
• Uses “tokens” instead of 

offsets/pointers
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1.3.2.IL Instruction 
Categories

• Labels and Flow Control Instructions
– br, brtrue, beq, leave, endfinally, ret

• Arithmetical Instructions
– add, shl, ldc.i4, conv.i8, add.ovf

• Addressing Arguments and Local Variables
– ldarg.0, starg, ldloc , stloc

• Addressing Fields
– ldfld, ldsfld, stfld

• Calling Methods
– call, callvirt, ldftn, ldvirtftn, calli, jmp

• Addressing Classes and Value Types
– newobj, ldobj, ldstr, isinst, box

• Vector Instructions
– newarr, ldlen, ldelem.r4, stelem.ref
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1.3.3.Uses “Token”

ldc.i4.s 9

call Print(Int32)
IL

Assembler

0x1f 0x09

0x28 0x06000006

Method token

Token
Table Number Row Index

Upper 8 bits Lower 24 bits

PDF created with pdfFactory Pro trial version www.pdffactory.com

http://www.pdffactory.com


第16页

1.3.4.Method Call Stack

1

Stack top
this pointer

2

ldc.i4.1

ldc.i4.2

call ClassType::func(Int32, Int32)

ClassType a;

a.func(1, 2)
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2.Dynamic Executing

• CLR Loader (fusion)
• Type and object memory layout
• JIT Compilation and Method Invocation 
• Stack, Frame and Stack Walk
• Unmanaged code interop
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2.1.CLR Loader

JIT CompilerJIT Compiler
& Verification& Verification

AssemblyAssembly
LoaderLoader

PolicyPolicy
ManagerManager

Class Class 
LoaderLoader

Code Code 
ManagerManager

Garbage CollectionGarbage Collection

Exception ManagerException Manager

Thread SupportThread Support
Security PermissionSecurity Permission

EnforcementEnforcement

Policy
<?xml version="1.0" encoding="utf-8" ?>
<configuration>

<mscorlib>
<security>

<policy>
<PolicyLevel version="1">

<CodeGroup class="UnionCodeGroup"
version="1"
PermissionSetName="Not hing"
Name="All_Code"
Description="Code group

gr ants no permissio
ns and forms the root of the code gr oup tree.">

<IMembershipCondition clas
s="AllMembershipCondition"

version="1"/>
<CodeGroup class="UnionCodeGroup

version="1"
PermissionSetName="FullTrust"

OSOS
LoaderLoader

PE/COFF Header

CLR Header

Metadata

IL Code

JMP _CorExeMain MSCorEE.dllMSCorEE.dll

Native codeNative code

GC Info

EH Info
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2.2. Type and object memory layout
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2.2.2. Type 
Hierarchy and 
Runtime Type 

Information 
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2.3.JIT Compilation and 
Method Invocation

• 2.3.1.JIT Compilation and Method Table
• 2.3.2.Virtual Functions Using Class-Based 

References 
• 2.3.3.Virtual Functions Using Interface-Based 

References 
• 2.3.4.Asynchronous Method Invocation
• 2.3.5.Internal Method Invocation
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2.3.1.JIT Compilation and 
Method Table
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2.3.2.
Virtual Functions 

Using 
Class-Based 
References
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2.3.3.Virtual Functions Using 
Interface-Based References
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2.3.4.
Asynchronous 

Method 
Invocation
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2.4. Stack, Frame and Stack 
Walk

• 2.4.1. Frame-based Stack
• 2.4.2. Common Frame Type Hierarchy
• 2.4.3. Stack Walk Mechanics
• 2.4.4. Walking the stack
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2.4.1. 
Frame-
based 
Stack 
(1/2)
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2.4.1. 
Frame-
based 
Stack 
(2/2)
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2.4.2. Common Frame Type Hierarchy

Frame

GCFrameTransition
Frame

Context
TransitionFrame

DebuggerClass
InitFrame

Exception
Frame

FuncEval
Frame

HelperMethod
Frame

FrameMethod
Frame

FaultingException
Frame

TPMethod
Frame

Ndirect
MethodFrame

MulticastFrame
PInvokeCalli

Frame

SecurityFrame

PrestubMethod
Frame
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2.4.3. Stack Walk 
Mechanics

• Frame-based  Stack Reverse Walk Algo.
• Mainly used in security and GC operations
• Done via unmanaged code

AppDomain B

AppDomain A

main.exe SD

bar.dll SD

baz.dll SD

Main() {… bar.y(); …}

bar.y() {… baz.z(); …}

baz.z() { SomePerm.Demand();}
SD

SD
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2.4.4. Walking the stack

xxxPermission::Demand

StackWalkFramesEx

CodeAccessCheckStackWalkCB*
Takes calllback func as parameter

CodeAccessSecurityEngine::Check

Managed ~managed

CASE::CheckHelper

Compare 
permissions
for frame
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3.Security Framework

• Code-Access Security
• Role-Based Security
• Isolated Storage
• Cryptographic Services
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3.1. Code-Access Security

• Security Policy 
• Code Evidence 
• Permission 
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3.1.2.CAS Mechanics
• Define permission
• Manage security policy
• Granted permission for Code
• Permit code grant caller certain permission
• Dynamic code access security ( Stackwalking )
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3.1.3. Granting

Security 
Policy

CodeLoader   

Evidence

Granted
Permission

• Where got code?
• Who signed code? 
• etc.
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3.1.4.Security Policy

• Policy level
– Enterprise
– Machine
– User
– Application Domain

• Use caspol.exe or mscorcfg.msc
• Intersecting policy level grant sets 
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3.1.5.Evidence

• Standard .NET evidence types 
– Zone
– Site
– Url
– Publisher
– StrongName
– …

• Custom Evidence
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3.1.6.Permission

• .NET code-access permission classes 
– CodeAccessPermission

– DBDataPermission

– PrintingPermission

– DnsPermission

– WebPermission

– EnvironmentPermission

– FileIOPermission

– RegistryPermission

– UIPermission

–…

• Custom Code-Access Permissions 
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3.1.7. Enforcing Code-Access Security 
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3.1.8. Granted Permissions

Evidence
Assembly 3 DLL

App Domain App Domain 

Trusted Host Code

Permission 
Request

Security 
Policy

+

Granted
Permissions

=

Assembly 1

Assembly 2

G1

G2

Policy Management

G3Assembly 3

InheritanceDema
nd, LinkDemand?

JIT/Validation

Type Safety?
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3.2. Role-Based Security 

• .NET Role-Based Security Classes

– GenericPrincipal
– GenericIdentity
– WindowsPrincipal
– WindowsIdentity
– …

– PrincipalPermission
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3.2.1.Interfaces

• IPrincipal interface
namespace System.Security.Principal {

public interface IPrincipal {
IIdentity Identity { get; }
bool IsInRole( String role );

}
}

• IIdentity interface
namespace System.Security.Principal {

public interface IIdentity {
String AuthenticationType { get; }
bool IsAuthenticated { get; }
String Name                         { get; }

}
}
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3.2.2.Static Demand

[ PrincipalPermissionAttribute( SecurityAction.Demand,
Name = “MyUser”, 
Role = “User” ) ] 

public static void PrivateInfo() 
{ 

// print secure data
Console.WriteLine( “\n\nYou have access to the private 

data!” ); 
} 
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3.2.3.Dynamic Demand

String id1 = "Bob"; 
String role1 = "Manager"; 
PrincipalPermission PrincipalPerm1 = 

new PrincipalPermission(id1, role1); 
String id2 = "Louise"; 

String role2 = "Supervisor"; 
PrincipalPermission PrincipalPerm2 = 

new PrincipalPermission(id2, role2);
(PrincipalPerm1.Union(PrincipalPerm2)).Demand(); 
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Thanks !
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