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Graph Theory In Binary Files

Comparison
< Isomorphism

< Different from Isomorphism in Graph
Theory

< Structure Assembly Graphs

< Related
 Control Flow Graph Analysis
+ Data Flow Analysis
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Patched Code Affects Assembly

Structure

~ Additional “validation” function

<~ MS04-022 Task Schedule BOF

~ Additional “if” construct to validate
string length

& MS04-011 IIS PCT BOF
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Isomorphism In Three Levels

- Three Levels
« Call Graph Level
<~ Control Flow Graph Level
< Instruction Level

- Each level includes Two phrases
< Initialization of fixed points
~ Propagation of fixed points
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Call Graph Level

Signature
basic information
< Basic Blocks
< Links
< Subcalls
» structure information
< Prime product of assigned primes of all schemas
Constraint Properties
- Same name
» Unique signature
~» Same indegree(number of references)
» Same strings reference
~ Recursive function
» Same prime product
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Same Name

~ If two functions have the same name,
they will be added as a matched pair.
> We must exclude situations, when

< the library name is unknown
7 SUb_ XXXXXXXX
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Unique Signature

» Calculate Euclid distance between each
two function’s signatures.

- for each x that belongs to Graph B, if
$al A"bl Ab? a0=|x- d<[x-H
+ add the (x,a) as a matched pair
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Same number of references

> When two functions which have the same
number of references

» Calculate their signature’s Euclid distance
~ When they satisfy following condition:

xI B$al A"bl Ab®a0=|x-d<|x-b

» add (x,a) as a matched pair
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Same String Reference

< Time consuming
<~ Convert strings to md5 value
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Same Prime Product

This is very time consuming! How we do it?

Function A’s Prime Product can be represented by
PA=K xX*+Db
Function B’s Prime Product can be looked as
PB=jxR*+c
ithi=c, O A1 O B
If b==c, we can assume O A=0B | correct?
Total number | = C ', .., |, here O0ct0c.*0c¢
O A° O Bmod2* Is less or equal to

2Py 40 /c:n

264 n+m-1
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Control Flow Graph Level

> Signatu re
- basic information

» Number of basic blocks on the shortest path from
function entry to itself

~ Number of basic blocks on the shortest path from
itself to function exit

» Subcalls
Structure Information
» Structure level
> Constraint properties
+ Same Prime products

+ Same strings reference
» Same subcalls
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MS04-011 Pctl1SrvHandleUniHel |

Loop start
/

Isomorphism part = |

\x

~ Add a if-then-else

patched
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Structure information

» Structural analysis

w Structural Schema
<~ Sequence schema
<+ Conditionals schema
< If-then, if-then-else,switch-case
<~ Loop schema
< Self loop, While loop,Endless loop,multiexit loop
v Unstructured Schema
<+ Unstructured loops
<+ Unstructured conditionals

~ Add structure information to signature
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Structure Analysis

- Time consuming!

> But, when we need “visualization of
differencies between two flow
graphs”, this can be very useful.

< Isomorphism in control flow graph
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Sequence and conditional Schema

}
}

1 B2 » B3 - Bn

| e A s

Sequence, can be obsoleted Switch-case
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Loop Schema

Self loop Endless loop
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Unstructured Loops

e A
| '

- |
|
|

Overlapping
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Unstructured conditionals(1)

Unstructured 2-way conditionals Unstructured N-way conditionals
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Unstructured conditionals(2)

Unstructured N-way conditionals Unstructured N-way conditionals
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Example

MS 05-011 HLBC::GetBrowseWindowInfo
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If-then reduce
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If-then-else reduce

if-then-else ‘ Bl

AN

B4, Bo6
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Switch-case reduction

Switch-Case

.

B2.{B3,!B4, B6},B5,B7}

The other’s reduction process is the same
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So, the two functions are the same

Assume:

If-then := Prime 2

If-then-else := Prime 3

Switch-case := Prime 11

The two structure information sigs = 66

B-xrocusteam




2 Xcon 2005

Handling Compiler optimization

Example 1: MsglsSessionlinList
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Optimization Handling Algorithm 1.0

In control flow graph G1, for each node whose number of
references is 1, its in edge is (y, X) , out edges are :

] :{<x,zl>,<x,z2 >

Delete node X, edge (y, X) and all out edges of node X,
add edge from y to x’s children.

After using algorithm 1.0 example 1’s two sigs both are
4::7..0
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More Than One Return Node,

After Using Algorithm 1.0

Example 2
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wmzoos" ,
Add Virtual Entry and Exit Node '

2~ useful in loop detection

B-xrocusteam




B-xrocusteam



2 Xcon 2005
Problems

olems with complete call graph
olems with structural comparison

nDlems with Instruction
Isomorphism
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Problems with Complete Call Graph

> When we encounter

~ call esi
~ call [ebx+0x4]

» Some cases can be solved by:

~ Finding last definition in one function
<+ Vtbl functions and runtime binding
» Function Pointers Simulation Table

> Some cases too hard to resolve:

2 When definition comes from another module’s function

> When definition comes from Global Uninitialized
Variables space

> Call in loop, each time can produce different value
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Finding Last Definition In One Function

7C8BB7FC ; BOOL _ stdcall UnmapUiewOfFile{LPCUDID lpBaseAddress)
7C8BBYFC public UnmapUiewOfFile
7C8BB7FC UnmapUiewOfFile proc near

FCBOBYFC

FCBBBYFC

7CBOB7FC 1lpBasefddress = dword ptr 4
FCBOBYFC arg_ 4 = dword ptr 8
FCBOBYFC

7C8BBYFC mow edi, edi
FCBBBYFE push ebp

FCBOB7FF mou ebp, esp
7C80B8A1 push esi

7C8 AES A2 mov esi, ds:NtUnmapUieuwOfSection
JCBOBB AR push edl

7CEOBBAD push [ebp+arg U]

fCBOE8AC push BFFFFFFFFh

7C8OBBOE call esi HtUnmaEUiewﬂFSEctiun
7CBOBR1A mow edi, eax

CODE XREF: su
BaseInithAppcao

usually, when we use function pointer or load
dil function in run-time...
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A8461006F
ae4e1615
aase1e17
ge4e1619
aa4e1819
aa4e1819
aa4e1819
ge4a181B
ge4a181B
ge4a181B
aasaa1e1D
aasaa181F
aa4a1621
aa481823
a8481825

Vibl Function and Runtime Binding

=Y duord ptr Teax], offset base utbl
T LU -5 S - . S,

loc_4@1e19:

loc_ 4B8181B:
mow
mow
call
mow
mow
call

base wthl

HO4B5 8B unk_4850B8
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short loc_ 48181B
CODE XREF: main+

CODE XREF: main+
eax, [esi]
ecx, esi
dword ptr [eax]
edx esi
ec®, esl

dword ptr |de+u|

dd offset demo 1
dd offset demo 2
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Function Pointers Simulation Table

88481828 Demo proc near

ga481820

d8481828 arg 8 = dword ptr 8

ga481820

aaLp10820 push esi

884810821 mow esi, [esp+arqg B
80401025 call IZIWDFIZILPF;‘L[?%J-
aaya1827 call dword ptr LEEi+u]

[r Rr RN - BTy N —— — ———

aB4B1838 proc near |
aB4B1838 push offset simul vtble
88481835 call Demo
88481831 pop eCcx

simul vtble dd offset Demo 1
AB4A7 834 dd offset Dehu_z

aDemo db ‘Demo 1°,8Ah,8

aDemo?2 db ‘Demo 2°,8Ah,8
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When Definition Comes From another

module’s function

7C862CCA1 ; UnhandledExceptionFilter+9BTj
fC862CC1 push Target
wm-
7C862CCE cmp eax, edi
7C862CCE jz short loc_7CB62CES
JC862CDA push ebx
JC862CD1 call eax
cmp eax,
7C862CD6 jz loc_7C863458

Eax is defined by a return value of another module’s
function
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When Definition Comes From Global

Uninitialized Var

77EPBDB1 loc 77E9BDB1: ; CODE X
FfEQBDB1 eax, dword 7F7EC1440C
TTEQBDBG eax, ebx

FFEQBDES i short loc 77E9BDCY
FfEQBDBA esi

fFfEQBDBE eax

FFfEQBDED eax. 1

SetlUnhandl edExceptionFilter Unhandl edExceptionFilter

77EGBCS7 SetUnhandledExceptionFilter proc near
f7EGBCSY

77EGBC57 lpTopLevelExceptionFilter= dword ptr &
f7EGBCSY

ZIESBCST my ¢ :

{7EGBCSE moy eax, dword_77EC1L44C
Eﬁﬂﬁﬁﬂ moy dword F7EGC144C, ecx_
f7EGBCAG retn 4
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dh+wvar 2.,

D.:".

btuar 4]

ot +

=
éa-': g

=51, |esp+ldh+var_C

Toc_40106E :
call dword pr [E.'S'iL

add 251, 4
eo  LZT
=z short loc_ 401066

e el

l

0040105E :

pop

pop
add

retn

ed
es1
esp, ICh
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Call in Loop, each time can produce a

different value

Loop three times

Firstly we should trace edi’s
D-U chain

Each time, a different subcall

We can add three functions as its
children in call graph for fixed
points propagation.




2 Xon 2005
Problems with Structural Comparison

-~ Mismatching

» In-deep optimizations

» Inline functions

» change of constant values

> Substitute secure function for
unsecure function

- The different versions of C compiler
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Mismatching

< We can not prove mismatching will
not happen.

< May be influenced by many factors
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Substitute secure function for unsecure

function

MS04-011 LSASS BOF patched

F85ABB58
F85n0BSB
F8LAHBGA
FB5ABBG2
FBLABBGS
F85ABBGO
FBSABBGD

[ebp+arg 8]

eax, 7FFh

eax, esi

[ebp+arg 4

eax

eax, [ebp+esi+Buffer]
eax

FHSABBGE ds: u
FBSABBY L esp, 18h

7859EESB [ebp+arg_8]

FBSOEESE eax, [ebp+esi+Buffer]
FBS9EEGS [ebp+arg_ 4]

F859EEGS eax

FB59EEG9 )
F859EEGF
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Inline Functions

Will change the caller’s subcalls number. Lead to
mismatch

1. Inline prefix

__inline int max(int a, int b)
{
if (@ >Db)return a;
return b;

}

2~ member function’s body in a class definition
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Problems with Instruction Isomorphism

< Instruction reorder
< Registers reallocation
< Data flow analysis
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