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Graph Theory In Binary Files 
Comparison

Isomorphism
Different from Isomorphism in Graph 
Theory

Structure Assembly Graphs
Related

Control Flow Graph Analysis
Data Flow Analysis



Patched Code Affects Assembly 
Structure

Additional “validation” function 
MS04-022 Task Schedule BOF

Additional  “if” construct to validate 
string length 

MS04-011 IIS PCT BOF



Isomorphism In Three Levels
Three Levels

Call Graph Level
Control Flow Graph Level
Instruction Level

Each level includes Two phrases
Initialization of fixed points
Propagation of fixed points



Call Graph Level
Signature

basic information
Basic Blocks
Links
Subcalls

structure information
Prime product of assigned primes of all schemas

Constraint Properties
Same name
Unique signature
Same indegree(number of references)
Same strings reference
Recursive function
Same prime product



Same Name
If two functions have the same name, 
they will be added as a matched pair.
We must exclude situations, when

the library name is unknown
sub_xxxxxxxx



Unique Signature
Calculate Euclid distance between each 
two function’s signatures.
for each x that belongs to Graph B, if

add the (x,a) as a matched pair

bxaxabAbAa −<−=≠∈∀∈∃ 0,,,



Same number of references
When two functions which have the same 
number of references
Calculate their signature’s Euclid distance
When they satisfy following condition: 

add (x,a) as a matched pair
bxaxabAbAaBx −<−=≠∈∀∈∃∈ 0,,,,



Same String Reference
Time consuming
Convert strings to md5 value



Same Prime Product
This is very time consuming! How we do it?

bKA +⋅=Π 642
Function  A’s Prime Product can be represented by

cjB +⋅=Π 642
Function B’s Prime Product can be looked as

∏∏ ≠ BAif b != c,
If b== c, we can assume                     , correct?∏∏ = BA

Total number                               , heren
mnCl 1−+= ∏ ∏∏ ≠≠ lccc ...21

Is less or equal to642mod∏ ∏≡ BA
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Control Flow Graph Level
Signature

basic information
Number of basic blocks on the shortest path from 
function entry to itself 
Number of basic blocks on the shortest path from 
itself to function exit
Subcalls

Structure information
Structure level

Constraint properties
Same Prime products
Same strings reference
Same subcalls



MS04-011 Pct1SrvHandleUniHello

patched unpatch

Isomorphism part

Loop end

Add a if-then-else

Loop start



Structure information
Structural analysis

Structural Schema
Sequence schema
Conditionals schema

If-then, if-then-else,switch-case

Loop schema
Self loop, While loop,Endless loop,multiexit loop

Unstructured Schema
Unstructured loops
Unstructured conditionals

Add structure information to signature



Structure Analysis
Time consuming!
But, when we need “visualization of 
differencies between two flow 
graphs”, this can be very useful.

Isomorphism in control flow graph



Sequence and conditional Schema

B1

B3B2

Sequence, can be obsoleted

If-then-elseIf-then

Switch-case



Loop Schema

Self loop Endless loop

While loop Multi exit



Unstructured Loops

Multi entry

Overlapping



Unstructured conditionals(1)

Unstructured 2-way conditionals Unstructured N-way conditionals

(1)



Unstructured conditionals(2) 

Unstructured N-way conditionals

(2)

Unstructured N-way conditionals

(3)



Example
MS 05-011 HLBC::GetBrowseWindowInfo

Unpatch Sig = 3::6::3 Patched Sig = 4::7::3



If-then reduce



If-then-else reduce



Switch-case reduction

The other’s reduction  process is the same



So, the two functions are the same

If-then :=  Prime 2

If-then-else := Prime 3

Switch-case := Prime 11

Assume:

The two structure information sigs = 66



Handling Compiler optimization
Example 1: MsgIsSessionInList

Sig = 6::9::0 Sig = 7::10::0



Optimization Handling Algorithm 1.0
In control flow graph G1， for each node whose number of 
references is 1,  its in edge is (y, x) ，out edges are :

{ }><><><= nzxzxzx ,,.......,,, 21ϕ

Delete node x, edge (y, x) and all out edges of node x, 
add edge from y to x’s children.

After using algorithm 1.0 example 1’s two sigs both are 
4::7::0



More Than One Return Node,
After Using Algorithm 1.0

Sig = 3::3::5sig3 = 3::4::5

Example 2



Add Virtual Entry and Exit Node
Sig = 3::4::5

Advantage: 1、can unify optimization handling process

2、useful in loop detection



Demo



Problems
Problems with complete call graph
Problems with structural comparison
Problems with instruction 
isomorphism



Problems with Complete Call Graph 
When we encounter

call esi
call [ebx+0x4]

Some cases can be solved by:
Finding last definition in one function
Vtbl functions and runtime binding
Function Pointers Simulation Table

Some cases too hard to resolve:
When definition comes from another module’s function
When definition comes from Global Uninitialized
Variables space

Call in loop, each time can produce different value



Finding Last Definition In One Function

usually, when we use function pointer or load 
dll function in run-time…



Vtbl Function and Runtime Binding



Function Pointers Simulation Table



When Definition Comes From another 
module’s function

Eax is defined by a return value of another module’s 
function



When Definition Comes From Global 
Uninitialized Var



Call in Loop, each time can produce a 
different value

Firstly we should trace edi’s
D-U chain

Loop three times

Each time, a different subcall

We can add three functions as its 
children in call graph for fixed 
points propagation.



Problems with Structural Comparison

Mismatching
In-deep optimizations
Inline functions
change of constant values
Substitute secure function for 
unsecure function
The different versions of C compiler



Mismatching
We can not prove mismatching will 
not happen.
May be influenced by many factors



Substitute secure function for unsecure
function

MS04-011 LSASS BOF patched

unpatch



Inline Functions

__inline int max(int a, int b)
{

if (a > b) return a;
return b;

}

1、Inline prefix

2、member function’s body in a class definition

Will change the caller’s subcalls number. Lead to 
mismatch



Problems with Instruction Isomorphism

Instruction reorder
Registers reallocation
Data flow analysis



The End


